
Thinss to Watch Out For
We want the aircarriers to be: [1) SeSsitive tO ~e "f~Se posldw" problem ~s it ~pac~
negatively ~eir customers ~d detracts ~om ~ effectiveness of &e watc~ program; ~5 - -

i ~~d ~e~uee ~s~en iden~ca~on of mdlnd~s who ~e not on a TSA ~ 5~.~t~D
..... watchlist ~e ~ c~e~ shoed ~d~r~d cle~ly ~e

No.h Dra~PolicyNo. 7, daiedDec~mberll, 2002 ~~a
No. 2: Al~k~ Airlines Emil.dated December 11, 2002
No. 3: ~k~ ~rgnes EmNI dated December 16, 2002

co: Clint Fisher w/a~ac~en~
ToNe Myers
Chad Wolf
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Attachment No. 2

Derrick,

Below are the answeri to your questions. : ¯

................ H0W d~es Alaska Air~nes’ system w°rks in ten-~ °f hzmdling SelecteefN° FlY
list passengers? -n

¯ When Alaska Airlines receives a new list from the TSA we enter the names
~into a Sabre database.- ...... -- I

Please briefly explain how the system works?
When a person~ the passengers name is compared against the[
list in Sabre. If Sabre flmds the passenger% name iI[l~to one on the ¯ [
tist it will restrict our CSAs from checking in the passenger. .

What does Alaska AMines consider a match? What procedural steps do you take
upon receiving
a match? .
Alaska AMines defimitlon of a match is the same as described in SD
1544-01-21B and SD 1544-01-20A. Consequently, when a match is formal we follow
the steps as desert-bed.in the SD. Any passenger who is not a match is cIeared
to travel

Let me know if you have any other questions.

A_ngela Kelly
Manager, Aviation Security Compliance "
Alaska Airlines

0048



Attachment No. 3

Ted,

I’ve asked.Sabre’since October to help us fix this problem, but they don’t feel
it is urgent enough and are dfagglng their feet.

1. Ask Sabre to progi:am our system to
~They won’t change flae program tmless asked by the TSA. (In ~vriting)

4. Get CAPPS II up and running so the government handles the name lists. Alaska
Airlines would be very interesting in testing CAPPS ti. :

Thanks for working with us. This has been such a headache for me. Any solutions
or combinations would be greatly appreciated.

Angeia KeIl)

¯ "i’ed.Mathlson@tsa.dotgov wri£es:
Many thanks.to both 0fyou for the information. It is a big help to
understanding the problem of people being pulled aside when they m’e not on a
watchlist.Any suggestions how to assist the passenger who is continually
flagged by Sabre but not on a TSA watcMis~?

Again, m~.nythankS:
" "red
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Needed Watch List Support Memol’leeded Watch List Support Memo

Memorandum

United Srate~ Department of Transportation
TranspDrtation Security ,Administration

D~e ~efit~fwa List Policy .....

Ted Math~son l~e~ly to
Attn. o~

Lee Loagmire cc Clint ~ish~r, Pa~ck
" Keamey, Sue Sheriff

You requested a list of aeas ~ w~c~ we w~l need ~ppo~ to ~l~e a watc~ list pokey.
~e deadl~e estabKshed by A~. Sc~or for complefioa of~e policy is I~ 20, 2003.

~le~e note ~t d~g ~e briefing for A~ Sc~or on 1~y 6, M~e ~d L~d Secun~
proposed ~t TSA a~afion ~ch Usm ~
A~. Schor expressed rese~fio% whe~er it is appropriate, at ~s t~e, to rake ~s step.
However, he ~ns~cted Mark 7o~on to work ~ ~tel ~d Relation ~d Policy on ~e
propas~.

The following are the areas in which we need support to finalize the watch list polidy.



Mathison, Ted

Sent:
To:
Subject:

Longmire, Lee :
Tuesday, February 04, 2003 3:16 PM
MeLhison, Ted
FW: Watch. List Work Group

Impertance: High

Fram: L~ngmire, Lee
Sent: Tuesday,, 3enuary 07, 2003 ~:~9 PM .
To: ~omp~n, Magi; Manno~ ~Budi0; ~llia~; Da~d; s~r, 3~; Tanno~inl, ~na "

Subje~ Wat~ Ust Work Group
Im~nce: High

On Janua~ 6. Adm Schor was briefed on "Watch Ust" issues. At ~e end of the bdefing. Adm
Schor directed us to formaI~ze a ,’Watch Lis~’ poli~ no lateF than Ja~ua~ 20.

Ted Mathison has the lead o~ this efio~ for Pol}cy..Patrick Kearney will be assisting Ted. They
are pulling together a wo~ng group to address the issues related to the Watch List and to
~ord hate a wr ~en policy.

The following are ~he areas in which we need suppo~ to finalize the watch.list polio.

We would appreciate it if you would designate someone to represent your organizatic~n on
this workgroup so the policy can be developed and coordinated in time to meet Adm
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WATCH LIST WORKING GROUP
TASK PROGP,.ESS UPDATE

..... .... : .... .... Action: Angela Stubblcficld

Status:

Acton: Angola Stubbl¢fi~ld

Status:

Aefioa: P~tr;.ck KeamCy;’Beajamin Klein ",

Status:

.~ SENSiTiVE SECURITY INF~RMAT]ON,’FOR OFF~:~IAL USE ONLY J .

THE P/.ROVISIONS OF 4~/CFR PART 1520./’NO PART OF THIS~OCUMENT MAY B,.E"RELEASED W{THOflT THE

2~90. UNAU~RIZED REL~SE ~AY RESULT IN ~IVIL PENAL~ O~O~E~ AC~ON. /FOR U.S.



Status:

Issue :No. 5:

Action: Angela Stubblefie,ld

"Status:

Issue No. 6.

Action: Barney Gary, Patrick Keamey, Benj~znin Klein, David Orochena,
Randy Stone

S tat-us

.,,GOVERNMENT A/GENCIE$, PUBLIC ~VAILABILITY T ~.’am DETERMIN.ES UNDER
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hsue. Nc. 7. ~5

Action: .Barney Oaryl Pa~ck.’Keamey, Benjamin Kiine, David 0rochen% .
.................... ~landy Stone : ....

Status:

Action: Barney Gary, Patrick Kearney, Benjamin Klein, David 0rochen%
.......... Km~dy S~one

Status:

Issue No. 9: Provide corrdinated TSA public affairs response Io .watch llst inquires
Action: Deirdre O’Sulliva~ "

Status:

IS DOCU~NT CONT~JNS ,~.~NSITIVE SECURI,~f iNFORMAT~O,N’THAT IS CON~O~ED UND~
THE ~ROVISIONS OF ~9 CFR PART 15Z~ NO PART OF T~S DOCUMENT MAY BE REL~SED ~OUT ~E
WRI~ PERMISSIOn’OF THE UNOER.~ECRETARY OF T~ANSPORTA~O~ FOR SECURI~ W~HINGTO~ DC
20~0. UNAU~O~ED REL~SE ~AY RESULT i~f CIVIL PENAL~ OR O~ER/ACTtON. FQR U.S.
G~VERNME~T AGeNCiES, PUBLIC A~AILASlL~~ To@E D~ERMtNED.~NDER 5 U.S.C~5~ /
" . ’ / / " / ./ ./ /
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contr~lled under~3 CFR 1520. 1~ part of thi~/eJocurnent rn~,y" b~ released t~

wr~en permis~on of,the Un~r Sacreta~f ~ranspo~ion for Secur~ ¯
W~shington,~C: Unauthor~ed release ~y result in ~.~il penal~ or other action.
~or U.S. Go~rnmen~ age~ies, public ~elease is gov~rne~ by 5 U.S.~ 552."

Ted,

--~dg}nal Me~ag~
From: MB~n, T~
Sen~ W~n~day, 3anua~ ~2, 2003 5~ PM

Blank, Tom; ~a~n~, K~; Niefs~, ~en; 5h~, Sue
~und{ on Amed~n Istamic ~la~o~ {~R) -~ 

Need ~ome help.

Received a phone~y from Laude JaghIi~, CAIR,’again asking the s~s of ou~
effo~ to resolve ~fr~uent selecUon as a ~lse posi~ve because his name ~s
identical to someone on the NmFIy List.We advised her previously we were wo~ing ~e
issue in hopes ~e welch lis[ wo~ing group wou~d come up wi~ a silver bullet to solve
completely~mblem. ~t does not appear thai will hap~n; and any benefits ~hat we do
dedve from ~e ~li~ ~11 take time to ~mplement once it is approved. (Oeirde, you should b~
aware~and CAiR met wi~ a ~er large conSngent of OST~SA o~cials ~
2001, and Cong~sswoman Siaughter has wd~en ~o le~e~ [o TSA on behalf of ~
Ne solu~ons were fo~coming from these effo~s. Ms. Jaghli[ has suggested that at some
poin[~will sue.) 1 suspect ~e only real solu~on may be [he fielding of CAPPS 11 in
mid-summer.

I should get back to her soon, if possible.
Many thanks,
Ted

"WART’~T/NG: This do/cument cc~teins SencA’tive Securi;~lnformati,~n that is /

per~ns WithouKa need to k~ow, as de~ed in 49 C~R ~ ~20, e~ept with t~
w~n pe~is~ion of the ~der Secre~ of Tran~po~ation f~r Securi~/ ..
~ashin’gton,~C. UnauthOrized relea#e may res~(t in.civil p~nalty or ot~er action.
~or U.S. Go/ern=ent ag/ncies, pubyc release ~’ governe~Sy 5 U:S.C.~52." .
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~ath~son, Ted

From: O’Sullivan, Deirdre
Sent: Wednesday, January 22, 2003 6:31 PM
To: Mathison,Ted
Subject: RE: Council on American Islamic Relatiohs (CAI) ~ ~5,~.=,.~;(_-~ :,_~.. 

----Original M~ssag~--- - ¯
From: Had[son, Ted .
~ent: Wedr~_sday, .~anuary ~, 2003 5:54 PH
To: O’Su~B~n, Deir~e; Wolf,~ad . "
co: glan~ Tom; ~a~J, ~n; Nie~en, ~; Sh~ff, ~e ";
Subje~ Co~cil on Amed~n ~lamic Rela~o~ (~R) - ~f lqbal b~" ~, ~;~

Need some help.

R~eived a phone message today ~ Laurie JaghiiK CAIR, again asking ~e s~s of our effo~ to ~I~
~f~quent ~elecSon as a ~Ise posi~e b~ause his name is identical to someone on ~e NmFly.LisL We advised
her previously we were wo~ing the issue in ~op~ the wash l~0rking g~up would Came up ~ a SIIveF bu(iet t0
solve completely ~problem. It does not appear ~at wi(l happen and any bene5~ ~at we do dedve ~om the polic)
will ~ke ~me to implement once iris approved. (Deirde, yau ~houid be aware~and CAIR met Mth a ~er
arge con~ngent of OST~SA o~]cials in May 2001, and Cong~sswoman Slaughter has wri~ed ~o le~@rs to TSA on
bah@If of~ No solu~ons were fo~hcoming ~m thee afro,s. Ms Jagh thaS suggested ~at at so~e pqint~
~ill sue.) I suspect ~e only real soluSon may be ~e fielding of CAPPS II in mid-summer¯

...... I shogtd get ba~k to her soon, if p~ssible.
Many thanks. -
Ted

Ted Mathison
Senior Advisor
Office of Security Regulation and Policy

¯ Room 3522, GSA Building
400 7th Street,
Washington, D.C 20590
202-385-1820

0n62



Transportation Security Administi’afion (TSA)

Naomi N~gela Stubblefield ....
Title: Intelligdnce Operations Officer
Organization: Transportation SecuNty Intelligencg Service, TSA

.... ................. .... Telephone: -02-267-.~099 ......
¯ Fax: 202-488-7119

E-Maih an Ze|a.g,.’ubblefield @ faa.zov

I. Def’miti6n of Domestic and International Terror~st and/0r Criminal

GAO Survey of Federal Agencies’ Use of "Watch lists" of
Domestic and .~.ternational Terrorists and Criminals

TSA uses the definition of terrorism contained in Tide 22 of the United States Cpde,
............... Section 2656f(d): That statute contains the following definitions: ....

--The ~en~ ’~terrofism" ~eans prem~tated, ~61~dcally motivated violence perpet~ated
ag~nst noncombatant targets by subnational groups.or clandestine agents, usually
intended to influence an audience.

-The term ,international terrorism" means terrorism involving citizens or the territory of
more than one country.

TSA does not specifically define "criminal," as TSA does not watch list criminals.

........ ]I. Watch List Development and/or Maintenance

**Ple~.se note that the current TSA Watch lists only identify potentia7 threats tp aviation "

and are only implemented by air carriers. TSA does not currently administer watchlfsts
for any other mode of transportation,

Name.of Watch list: No-t:qy List

Purpose Of Watch list: The purpose of the No-l~ly list is to prevent the transport of
tndJvlduais.who pose a threat ~o U.S. civil aviation assets, passengers, or crewmembers.

I. Terrorists Only

2. Both electronically and manually

3. As of August 1, 2002, there were 349 individuals listed on the No-F/y list.

4. External Only
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.Madison, Ted

Sent:
"To:
Cc: "

. Subject:

Angela Kelly [engel~.kelly@elaskaair.com]
Wednesday, December 11,2002 6:11 PM
Oerrick_CNhoun@faa.gov
andy, schneider@alaskaair.com; angela.stubbiefield@faa.gov; Mathison. Ted;
kim,werre@alaskaair, com
Re: Selectee/No Ely Listing Procedures

; ~ How does Alaska Air£ines’ system works in terms-of handlin~ Selectee/No Fly

list pgssengers?
from the TSA we enter theWhen Alaska A/rlines xeceives a new list . names~

~ inKO a.Sab~e dat=base.

Please briefly’~xplain how the S~s~em works?
When a person - - the passengers name is compared a~ainst the

list in Sabre. if Sabre finds the passenger’s name ~ to one oh the
list it will restrict our CSAs from checking in the passenger.

..Wh~t doe~ A~s~ ~r~ine~ consider a ~atch? Wha% procedural steps do you take~-~

upon receiying
a match? . .
Alaska Airlines definition of a match is .the same as described in SD
1544-01-21B and SD 1544-01-20A. Consequen~ly, when a match is found we follow "
the steps as described in the.SO. ~my oassenger who is not a mat~%’is cleared’ " ’

"to travel’.

Let me hnow if you have any other questions.

~mgela Kelly ....
Manager, Aviation Security C6mpliance

Alaska Airlines

Derrick_Caihbun@faa/go~ writes:

>Morning Andy/~mge!a:
>
>Could yo~ please advise; £er TSA intelligence (TSZ)" request, how does

>..%!aska Airlines’ system works in terms o[’hand!i~g Selectee/No Fly list
>passengers? Please briefly explain how the system works? What does Alaska
>A~rlines consider" a match? What procedural steps do you take upon receiving

>Apparentl~ there have been a couple o{ instances whereupon ~n individual

>has been on a list, however they are not on the TSI liscing, hence we
>(~_ngela Stubb!efield and myself)- are trying to clear up this problem and
>need your assistance in describing your procedure’s.

>
>Derrick
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Mathison, Ted

Sent:
To;
Co:
Subject:

Angela Kelly [angela.kelly@alaskaa[r.com]
Monday, December 16, 2002 4:47 PM
Mathison, Ted
Calhoun, Derrick ; Longmire, Lee; Shedff, Sue; Wolf, Chad
Re: RE: Selectee/No Fly Listing Procedure ̄

I’ve asked Sabre since Octobe= to help us fix this probiem, bu~ they don’t feel
it is urgent enough and are dragging their feet.

~ ~ o~tions tha~ ~ay work. "

I. Ask Sabre to program our system to ........
won’t program unless asked by the TSA. {In writing)

4. Get CAPPS II up and running so the government handles the.name lists. Alaska
~irlines would be very’interesting in t~sting

Thanks fo~ w~rk£ng W£th usl Thi~ has~bee6 ~uch a headache for: M~.AnyfsOl~iO~s

or combinations would be greatly appreciated.

Angela K~lly

Ted.Mathison@tsa.dot.ggv writes:
>Many £hanks to both’of you. for the information, it is a big hel~ to
>understanding the problem 0f people being pulled aside when they are not on a
>watchlist.~y suggestions how to assist "the passenger who is continually
>flaqged by Sabre.but not on a TSA watchlist?

>Again, ~an~ ~ha~ks.

>Ted

¯ Angela ~elly
.~i ae ka ~ht rlines.

~ ecurit y,. Compliance

¯ S~AZK

Angela. Ke!! ~@alaskaair. com


