~ Things to Watch Out For :
We want the air carriers to be! {1) sensitive to the “false posztzve problem as it 1mpac’£s
o negatwely their customers and detracts from the effectiveness of the watchlist program; w3 - -
~and (2) proactive in pressuring their reservation system providers to address the ' i;m"sébj(-‘x‘j
: 20. (e 2
B and reduce mistaken identification of mdmduals who are not on a TSA 1520, S (XS |
watchlist, The air carriers should understand clearly the § is theirs to 1520, 5Ce XaXH)

fix. V5205w YAYiv)

' Attachments- I T D :_—;C,uwl“‘jr. N.O. SA'

No. 1: Draft Policy No. 7, dated December 11,2002 —2ee
~ No. 2: Alaskan Airlines Email dated December 11, 2002
~ No. 3: Alaskan Airlines Email dated December 16, 2002

~_cc: Clint Fisher w/attachments
 TonieMyers . % ..
_ Chad Wolf
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- “Whena person

Attachment No. 2

Derrick,
.. Below are the BNSWELS to your questlons

How does Alaska Au‘l;_nes system- works in ten‘ns of hand.lmc SelccteefNo Fly Wz |
_ list passengers? o b3
When Alaska Airlines receives a new list from the TSA we enter the names @ | 15203 %\QC\X‘W

. : 15205 (o [2YV)
t
into a bre database Vo3 (BXS) -

1S20.% b}(‘&:‘ﬁﬂ
. : 1520, %
Please briefly explain how the system works? 15205 § uj

the passeagar name is comyared against the
list in Sabre. If Sabre finds the passenger's nam -
list it will restrict our CSAs from checking in the passenger

et

‘What does Alaska Alrhnes conszder a match? What procedural steps do you take
upon receiving

a match?

Alaska Airlines deﬁmtmn of a match is the same as described in SD ‘
1544-01-21B and SD 1544-01-20A. Consequently, when a match is found we foliew
the steps as described in the SD. Any passenger who is not a match is cleared

to travel. :

Let me know if you have any other questions.

Angela Kelly
Manapger, Aviation Security Compliance
~ Alaska Airlines L ' ~




Attachment No. 3

Ted,

T've asked Sabre since October to help us fix this problem, but they don't feel _

- it is urgent enough and are dragging their feet.

Afew 'op.tié.ﬁs that may work:. ... e

»

1. Ask Sabre to progiam our system to : b3 N
’Ihey won't change the program unless asked b the. TSA (In wrmng) :Zﬁ'?s( ;‘%}{83

' s =20, 5 (X))

s .3

Vo920 S (e XA

\s20 .S (20N

4. Get CAPPS II up and running so the govemment handles the name hsts Alaska

~ Airlines would be very interesting in testing CAPPS IL

“Thanks for Working with us. This has been such a headache for me. Any solutions

or combinations would be greatly appreciated.
Angla'l'a'-_ KeH'y

Ted Mathison@tsa.dot.gov writes: ’

Many thanks.to both of you for the information. It is a big help to
understanding the problem of people being pulled aside when they arenoton a
watchlist.Any suggestions how to assist the passenger who is continually
flagged by Sabre but not on 2 TSA watchlist?

“Again, mény ‘thanks.
" Ted

CONTAINS ZENSITIVE SEEURITY INFORMATION THAT 1 omo%?%gmsa T?E/
PART OF THIS DOCUMENT/MAY BE RELEASED WITHO
ARY OF PRANSPORTATIEN FOR SECURITY, WASHINGTON, ac 550,

UTHORIZED BELEASE MAY/RESULT W LIVIL PENALTY OR OTHER CTION. TFOR,U.S. GOVERNMENT

v AVA.ILABI}FI’Y TOBE E?ﬁ RMINED UN%J‘;.C. $52. / /
0049
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Needed Watch List Support MemoNeeded Watch List Support Memo

- Memorandum

Unrrea’ States Department of Transportation
Transportation Security Administration

“Subject Development of Waich List Policy "+ - T  Bater . danuary 7, 2003
Fom:  Ted Mathison - ' iﬁ;{ﬁg
Te: Lee Longmire _ ce Clint Fisher, Patrick

-Kearney, Sue Sheriff

.Y.c.ﬁ.r.eques{éd'a Hist of areas in which we will need support to finalize a watch list policy.

... The deadline estabhshed by Adm. Schor for completzon of the policy is January 20, 2003.

' 53]
Plea.se note that durmg the bneﬁng for Adm Schor on January 6 Maritime and Land Secunty b3

. proposed that TSA aviation watch lists @

B .‘ : 15205 (5 X8 Y
Adm, Schor expressed reservation whether it is appropriate, at this tu‘ne to take this step 1520 (e XA
However, he instructed Mark Johnson to work with Intel and Regulation and Policy on the *~} -

proposal.

The following are the areas in which we need support to finalize the watch list policy.

LS

=3

S22 5050

1220 B 0

1520, SR

1520 SCwYAYX
(PSR € Gy AT




Mathison, Ted

From: Longmire, Lee :
Sent: ' Tuesday, February 04, 2003 3:16 PM
To: Mathisan, Ted
Subject: FW: Watch List Work Group
._ lmportance: - ngh

WS

°EY
520,900
50,5 (oYY
20,5 (YY)
S0 3(pTAYY
2. ‘SCD‘)G\XH\

—~—Qriginal Message——

From: Longmire, Lee

Sent: : Tuesday, January 07, 2003 4:43 PM_

Tar | e e ThOMpson, Mardl; Manno, Claudio; Wllhams, Bav;d chear, James, Tannezzml Lana o o
[oferd ~ Mathison, Ted; Keamey, Patrick; Beicher, Brlan; Shesiff, Sue; Wolf, Chad; Mumray, Tim; DURGIN, PATRICIA
 Subject: Watch List Work Group

Impr:rtance: High

_ On January 6 Adm Schor was bnefecl oh “Wa‘zch L:st“ issues. At the end of the briefing, Adm
- Schor directed us to formalize a "Watch List" pciicy no later than January 20.

" Ted Mathtson has the lead on this effort for Po!rcy Patﬂck Kearney will be assast:ng Ted. They

are pulling together a working group to address the issues related to the Watch List and to
coordmate a wntten pahcy

The following are the areas in which we need support to fi natsze the watch list poilcy

We would appreciate it if you would desagnate someone to represent your organization on
this workgroup so the policy can be developed and coordinated in time to meet Adm

0052 Q1
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WATCH LIST WORKING GROUP
TASK PROGRESS UPDATE

- iswe No 1 '
Actmn' Asgela Siubbleﬁeld

-

Status:

153y

LS

“Issue No. 2:
Acton: Angels Stubblefield

~ Status:

~ Issue No.3

B'rs_

Action: Pa}tnc eamey, ‘Benj m Klein

Status:

M/ SENS SECURITY INCORMATION/FOR OFEJICIAL USE ONLY
WARNL THIS DOCUMENT CONTAINS SE

THE EROVISIONS OF 4}' FR PART 1520, ;
V'g!' EN PERMISSIONOF THE UND? CRETARY OF TRANSPORTATION FOR SECURITY, WASHINGTON, DC
94.

UNAUTHQRIZED RELEASE MAY HRESULT IN £IVIL PENALTY OR”OTHER ACTION,
/éOVERNMENT A‘GENCIES PUBLIC AYAILABILITY TO BEDETERMINED UNDER 5 U.5:C. 552

0058
20D



5

w3 )
1520 5(=X 0D
1520.5Ce (200D
R - | - 3203w X801 )
7 Action? Jim Schear T 1520.5Ce Y aY(i)
S 1220 SCE)

‘Status:

.Issue No. 5:.

b5
" Action: Angela Stubblefield .

. . “Status:

© " Issue No. 61

Actio: Barney Gy, Patrick Kearney, Benjamin Klein, David Orochena,
Randy Stone

Status: !

. SENSITIVE SECURITY, F_"ORM'\'I'IC::IZﬁ OFFICIAL USE oMLY’
WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECU INFORMATION THAT IS CONZéLED LIND I/ .

THE PROVISIONS OF 44 CFR PART 152 NO PART OF FHIS DOCUMENTMAY BE RELEASED WITHOUT FHE
WRIFTEN PERMISSION OF THE UNDER/ASECRETARY OF TRANSPORTATION FOR SECURITY, WASHINGTON, DC

20720, UNAUTHORIZED RELEASE/MAY HESULTéIN CIVIL PENAKTY OR OTHER/ACTION. FQR US,
VERNMENT AESENCIE.S, FUSLIC;@( AILABILITY ?C}/ E DETERMINED UNDER 5 U.5.G/552. ’

6039



Issue No. 7: w5

... Action: Barney Gary, Patrick_'Keai'ney, Benjamin Kline, David Orochena,
e Rgndy- Stone - - S

Status:

Issue No. 8: [

Action: e Patrick Keamney, Benjamin Kiein, David Orochena,

Status:

Issue No. 9: Provide corrdinated TSA public affairs response to watch list inquifés
Action: Detirdre O'Sullivan -

Status:

SENSITIVE SECURITYINFORMATIONFOR OFFICIAL USE ANLY E/

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONJROLLED UNDE
THE PROVISIONS OF 49 CFR PART 1520¢ NO PART QF THIS DOCUMENT MAY BE RELEASED WITHOUT FHE
WRIFTEN PERMISSION OF THE UNDER SECRETARY QF T, ANS?ORTATIQ‘NJ FOR SECURITY, WASHINGTON, DC
20530. UNAUTHORIZED RELEASE MAY RESULT I CiviL PENALTY OR OTHE&{/}'\CTK)N. FOR U8,
?QVERNMENT A?ENCIES. PUBLIC ;}V‘IAELABELIW TO BE DETERMlNED’ﬂNDER & U.B.CA352 7

/ / / ] /7
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ok

‘contrglied under

- written perm:s ion of the Under Secre ry of Transportatlon for Security

"WARNING: This dbcument cont?{/ns Sensitiveééecunty Inforpfation thatt

CFR 1520, No© part of this/Qocument m3 be released t

nead o knoyy as defined ifi 49 CFR 1520, except with the

written permis ion of the Under Secretary fTransporta fon for Securt(z) -

C. UnauthoriZed release riay result in civil penalty or other actlon. ‘ o
or U.S. Go ernment ager)cés public release is gove/ned by 5 U.8.C71 552" & :

520, 5(\:\(9,3(-‘
B XX
b‘(q‘)ci

——-Original Message— .

From: Mathison, Ted .

Sent: Wednesday, January 22, 2003 5:54 PM . .

To: O'Sullivan, Deirdre; Wolf, Chad ‘ -
Cee Blank, Tom; Klasinskl, Ken; Nielsen, Xirstjers; Sheriff, Si : ’ . -

Subject: Coundl on American Islamic Relations {CAIR) B3
1520 . (2 YEYGD
Need some help.

Received a phone message today from Laurie Jaghlit, CAIR, -again askmg the status ofour} - i

efforts to resolve frequent selection as a false positive because his nameis | b3 - -

identical to someone on the No-Fly List. We advised her previcusly we were working the | "5-2_0.5(&@\)0 N
issue in hopes the watch list warking group would come up with a silver buliet to sclve ' :

completely @REgjnroblem. It does not appear that will happen and any benefits that we do

derive from the policy will take time to implement ance it is approved. {Deirde, you should be

and CAIR met with a rather large contingent of OST/TSA officials in Ma

2001, and Congresswoman Slaughter has written two letters to TSA on behalf of :

- No solutions were forthcoming from these efforts. Ms. Jaghiit has suggested that at some

i ¥ will sue) ! suspect the only real sclution may be the fielding of CAPPS Il in

mid-sum

| should get back to her soan, if possible.
Many thanis,
Ted

\ryashmgton C. Unauthgrized releage may rasy(t in-civil pgnalty or other actlon
For U.8. Goyernment ag;/ncles public release is governed/ﬁy 5U.8.C. /552 !



Mathison, Ted

Fram: QO'Sullivan, Deirdre

Sent: Wednesday, January 22, 2003 5:31 PM

To: Mathison, T=d

Subject: RE: Council on American [slamic Relations (CAIR

“bs
——Orginal Message—— T T T e e
Froms: Mathisan, Ted .
Sent: Wednesday, January 22, 2003 5:54 PM
Tao: Q'Sullivan, Deirdre; Waolf, Chiad .
Cro: - . Blank, Tom; Klasinski, Ken; Nielsen, Kirstjen; Sherlf, Suz
Subjeck: Council on American Islamic Relabions (CAIR) - Asif Igbal i ’ b3 .
1510.5 C'.;Xqir 3

Need some help.

Received a phone message today from Laurie Jaghlit, CAIR, again asking the status of our efforts to resolve 4
B frequent selection as a fzlse positive because his name is identical lo somsone on the No-Fly. List. We advise
her previously we were warking tHe issue in hopes the watch ii§tWorking group wauld come up with a silver bulietto”
solve completely Elagproblam. It does not appear that will happen; and any benefits that we do derive from the policy
" will take time to implement once it is approvad, {Deirde, you should be aware § and CAIR met with a rather

_ t of OST/TSA officials in May 2001, and Congresswoman Slaught s writteri two letters to TSA on_ §
B8 No solutions were forthcoming from these efforts. Ms. Jaghiit has suggested that at some point &5
ilt sue.} [ suspect the only real solution may be the fielding of CAPPS 1I in mid-summer. . J

"l

.- | shouyld get back to her soon, if possible.
" Many thanks, -
Ted

L4 .

Ted Mathlson

Senfor Advisor

Office of Security Reguiation and Policy
* Roam 3522, G3A Building

400 7th Street, S.W.

Washington, B.C 205590

202-385-1820

6082
284 |



Transportation Security Administration (TSA)

GAQ Survey of Federal Agencies’ Use of “Watch lists” of
Domestic and International Terrorists and Criminals

- Aasicy Contact Tnfommafion: = -
 Name: Angela Stubblefield
Title: Intelligence Operations Officer
Organization: Transpeortation Security Intelligence Service, TSA
.+ Telephone: 202-267-3099 S
" Fax: 202-488-7119
E-Mail: ageela.stubblefistd @fas.cov

1. Definition of Domestic and In'ternaﬁonal Terrorist and/or Criminal

TSA uses the deﬂmtlon of terrorism contained in Tide 22 of the United States Ccdc
~Section 2656f(d). That stanite contains the following definitions:

~The term ° "zcnonsm ‘means premcc:hcatcd politically motivated violence pcrpetrated
- against noncombatant targéts by subnational groups or clandestine agents, usually
intcnded to influence an audience.

--The term “international terrorism" means terrorism involving ¢ nzens or the terdtory of
© more than one country. .

TSA does not specifically define “criminal,” as TSA does not watch list criminals.
YL Watch List Development and/or Maintenance

**Please note that the current TSA warch lists only identify potential threats 1o aviation
and are only implemented by air carriers. TSA does not currently administer watchlists
for any other mode of rransportation.

Name of Watch list: No-Fly List

Purpose of Watch list: The purpose of the No-Fly list is to prevent the transportof
individuals who pose a threat to U.S. civil aviation assets, passengers, or crewmembers.

1. Terrorists Only
2. Both electronically and manually
3. As of August 1, 2002, there were 349 individuals listed on the No-Fly list,

4. External Only
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. Mathison, Ted

From: Angela Kelly [angela. kelly@alaskaair.com)

Sent: Wednesday, December 11, 2002 6111 PM

To: -Cerrick_Calhoun@faa.gov '

Cet andy.schneider@alaskaair.com; angela stubblefield@faa.gov; Matnison, Tad;
S . kim.werre@alaskaair.com - ,
. Subject: - Ra: Selz=cize/No Fly Usting Procadures

’

Below &rs tha =nswars to your guestions.

. i . - : lbz
w.How-doas-Alaska Airlines' system works in terms -of handling Ssiectese/No Fly le :
ist passengers? . - o s {0
When Rlaska Airlines receives a new list from the TSA we enter the names i:zzﬁigﬁ;;:
into a Sabre database. V2o R EREY)

please briefly ‘explain how tha systam works’
When a2 person the passengsrs name i1s compared cga*nsh the

list in Sabre. If inds the passenger's name § to one on the
- list it will restriect our CSAs from checking in the passenger.

. What doss Alaska A*rllnas caonsider a2 match? What procsdural steps do you taks”

" upon receiving

. a match? R - )

. Alaska Alrlines def;nlt‘cn of a match 1s the same as descr bed in 5D
1544-01~213 and SD 1544-01-Z0A. ConseauantLy, when a match is found we follow,
the steps as describad in the SD Rny passenger who 1s not a match-is clearsd

- to travel.

Let me know 1f you have any other questions,

Angela Kelly _
Manager, Aviation Security Compliancs
Blaska Adrlines .

Derrick Calhoun@faa.gov writes: . .
L ’

>Morning Rndy/Rngela:

5 .
>Could yon please adviss; per TSA Intalligence (TSI) request, how does
>Alaska Alrlines’ system works in terms of handling Selectes/No Fly list
>passengars? Please briefly explain how the system works? What does Alaska
>Airlines consider a match? What procedural steps do you take upen recsiving
>a match? -

> . : :

>Apparently there have bsen a couple of instances whersupon zn Ladividual
>has bszen on a list, howaver tﬁey zre not on the TST listing, hance we
>(Angela Stubblefield and myself) sre trying to clear up this problem and
>need your assistance in describing your procadures. .

> - :

>Thanks in Advance,
>

>Derrick

S0 2L B YD
=2 £ (im0

0160
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- Thanks fofr wdrking with us: This has beed such z headache for ms.

. SERZK

Mathison, Ted

From: Angaiz Kelly [2ngela.kelly@alaskaair.com]

Sent: ' Monday, December 18, 2002 4:147 PM

To: Mathison, Ted

Cec: ~ Calhoun, Derrick : Longmire, Lee; Shenff, Sua; Wolf, Chad
Subject: ) Re: RE: Selectes/No Fly Listing Proceduras

I‘ed, e e e . LN . . — e . ) i - o

I've asked Sabre sincsz October to help us f
it is urgent snough and are dragging their

% this problem, but they don't fzel
s

b2

% few options that may work. ey .
1. Psk Sabre teo program our system.to IR RTAT) G 4D
won't change the program unless asked by the TS, writing) 1520.% (1200

ig20.S (U2

xsw.s(,b}(@fﬁ“s
san s S0
] \520 = (o XA G

Blaska

4. Get CAPPS II up and punning so the.government handles the name lists.
Rirlines would be very interesting in testing CAPPS II.

o

TAnylsolutions |- 0

or combinztions would be greatly appreciated. . .o )
- -
Angela Kelly

Ted.tathison@tsa.dot.gav writes:

>Many thanks to both of you for the l“LfOI:I\Bt.LDn. it is a big help to
>understanding the problem.of pzople being pulled 2side when they are not on a
>watchlist.Any suggestions how to asslst ‘the passquar who is continually
>f’egged by Sabre-but not on a TSA watchlist?

>

>Again, many thanks.

STed

. Angela Kelly

Alaska Alrlines.
anzger, Aviation Security.Compliance

_ 124 ¢
Angela.KellyBalaskaair.com

016
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