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"Mathison, Ted

From: Wolf, Chad

Sent: Monday, Decamber 02, 2002 4:33 PM

To: - . Mathisan, Ted

Subject: FW: No Fly

Ehad F, Wol - B S I

Special Assistant to the Associate Under
Secretary for Secyrity Regulation & Pohcy

U.S. Department of Transportation . o s

Transpertation Security Administration

Room 3034, GSA Building

400 Sevanth Streset, S.W.

Washington, DC 20590

Tek {(202)383-1257 °

Fax:(202)493-1733

chad.woli@tsa.dot.gov

u~@@hﬂM&E@é¥¥”“

- From; Sieger, Cord -
Sentr . Monday, Decamber 02, 2002 2:48 PM
To: Walf, Chad | .
© Ce . McCaliey, Susan <0ST> - . . .
Subject: NQFW . . . ) . \:?;'
Chad, thanks for the he!p Attached is an article about ih;s geﬁﬂeman Susan is gomg ta get us ¥ 1o20.5(p
Please note, Mr. Mussarais a ratxred Coastie, ! . ahn

Print Page Close Window
Military retiree on FBI .list :
¥OT CLERRED TO FLY: Larry Musa*ra doesn't know why his name shows up.

The}.ssoca.atedt.?:ass- e e
(Published: September 16, 2002)

Juneau ~-- Larry Musarra's trouble with the FBI began in late June, when the
retired Coast Guard liedtenant commander, his wife, LinnDe, and their 12-year-
old son, Tim, checKed in at the Juneau Airport. :

They Wwere on their way to Portland, Cre., where Timﬁ wha iz disabled, would
attend a2 special school, . : :

At the Rlaska Airlines electfonic check-in kiosk, Musarra typed in his
confirmation code and the machine. displayed a message asking him to see an
abttendant.

At the counter, Musarra and his family walited while the customer service

representative clicked on a keyboard. The clerk became puzzled and said she

couldn't gat a boarding pass elther. Shs called her supervisor. They called

Searttle. Finally, 30 minutes later, the supervisor explained..

"She said, 'We ara having trouble clearing your npame. Actually, we can't clear

your name. You are on an FBI list,” Musarra said,

Musarra, 47, is a father of three who works for the U.5, Forest Service at the

Mendenhall Glacier Visitor Center. e is white, @f Italian and Irish ancestry,

and was born in Wew Jersey, He has lived in and f£lown out of Juneau for seven O[]j_g
years. Because of his work with the Cpast Guard and the Forest Service, he has
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" 2002 to Congresswoman Louise Slaughter (NY) who had written on behalf of a Mr. §

December 23, 2002
TO: Tan:; Blank
FROM:  Ted Mathison

SUBJECT: Watch List False Positive — Mr.

As follow uj: to the December 20, 2002 memorandurm, same subject, a check with the
TSA Secretariat and the Customer Response Center indicates there is no previous or open
written correspondence pertaining to Mr. § . However, TSA responded on July 18,

has had difficulty obtaining clearance from several air carriers for
weekly flights between Rochester, N and Harrisburg, PA. Apparently, Mr. G
-name is identical to an individual on the No Fly Watchlist.

. The TSA July 18, 2002 response, Attachment No. 1, stated: “Now we have modified

- procedures so that airlines can use procedures to determine if a name match requires law
enforcement notification. While-this has not eliminated the delay 2 passenger might
experience when his or her name matches a name on our Watch List, it has certainly
minimized the delays for those persons who can be cleared by the airline”. No details
were provided as to the “modified procedures”, but apparently Mr. (R ieaG s has had
SQMmE Success with flight clearances from the air carriers. ] : .

Subsequently, Congresswaman Slaughter wrote to TSA forwardmg a recommendation
EROEE that a “Trusted Traveler” screening process be implemented. The
prcsposed rcsponse Attachment No. 2, is being held by the Secretariat pendmg our review-
GEED siwation. TSA Intelligence confirmed again today Mr. EHESNEEER in not on-
the Seiectee or the No Fly Watch Lists; it also confirmed background mforrnaﬁon for the’
¢ Bon the No Fly list includes date of birth and nationality. This should
fac1htate air carrier clearance of persons with like or similar names. Accordmgiy, tht:re is
no reason to held the response to Congresswoman Slaughter concerning Mr. @8
suggestion, and a verbal’ respcnsc can be provided to the Council on American Islarmc
Relations relative to Mr. @ :
t

The verbal response would be a}ong the lines outlined in the December 20 memorandum.
In addition, it will be suggesteci that whenever Mr. (ERp e akes an air carrier
reservation, he email the carrier in advance with his date of birth and other identifying
information. : :

Attachments: as

b3
1520.5(s)
(@




United Stases Deparrmens of Transporracion 499 Scvench Streer, 5

TRANSPORTATION SECURITY ADMINISTRATION ; * Washingion D.C. 10590

waRi

JuL 18 2

" The Honorabl& Lomse Slaughter e . : ' !
~Member, United States House of chrcsentatwe:s : - '
3120 Federza!l Building
100 State Street

Dcar Congrcsswoma.u Siaughtcr

* Thak you for your March 19 letter on behalf of Mr. expressing . - |b3 -
disappointment in the passenger scresning procedures at Rochester International Airport {1520, SCb‘)
““on February 17 and 18, and at Harrisburg International Ajrport on February 21, ‘We | CCDC' i
" appreciate your letting us know of the difficulties Mr. {Ei encountered. :

The Transportation Sccunty Administration (T SA} has issued a chrectwe to airlines | ‘
requiring that they compare passengers names to those provided to the: TSAin the form . s
of a Watch List, provided by cther federal law enforcement agencies. When this process
began, we required that 2 law enforcement officer be summoned every time there was a
name match from the Watch List to a passenger checking in for a flight. Now we have
modified the procedures so that the airlines can use established procedurss to determine if

- . aname match requires law enforcernent notification. While this has not eliminated the

delay a passenger might experience when his or her name rnatches a name on our Watch
" List, it has cc!ta.mly minimized L’hc delays for those persans €‘who ca.u. bc cleared by the
ooairline, oo , e :

If you or 2 member of your staff needs further assistance, please contact Mz. Sean B. -
O'Hollaren, Assistant Secretary .for'Gov;rnmcntai Affairs, at (202) 366-9714.

3

_Smcczcly ycurs

M@%w%

Willie J. Gripper, It.
Director, Civil Aviation Sccunty Operations

Enclosure
Transmitted Correspondence

ce: Washingtc;n Ofﬁ_;:e
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Mathisen, Ted

From: Mathisan, Tad

Sent: Thursday, Decamber 18, 2002 1248 PM -

-To: McCollay, Susan <QST>; Sisger, Corf; Waoli, Chad
Ce: Cathioun, Darsick ) ’
Subject: FW: False Positive Problem

~pefersnce-the. attzched instructions to assist Mr. Musszrrz which should help in the shozt
term. However, the procedures cutlined therein will not ensble him to make reservallons on

lina, =te. without again being flagged.

. As background informztion, which is still being rzsearched zand Ehus not appropriate to

share outside of DOT at this time, ons of the underlying problems is the way the air.
garrier computer reservation systems !

ndd to thag the

culgies. iz having. in.marrying.up the names on the lists with the
respective biographiczl information, one bagins te understand the magnitude of the
problem. At this poinft in time, there appears to be neithsr an easy nor quick fix of the
problem,~but  we are-working on it diligently.. . e R -

the carrier is
= £

This besing the case, would it be prudent for Public Affairs to craft a set piece that can
be used vo respond_gquickly to media and similar inquiries until we can fix the probleam?

If you have any guestions, pleass do not hesitats to contact me. Ted b2 oL
MLoYe T IR T bR o

‘ 520 =0 XD
----- Original Message—---—- . . “‘:32;5 ‘:-;‘Eg:?\
From: Angela Kelly [mailto:angela.kelly@alaskaair.com] 1520, S oY &30
Sent: Thursday, December 13, 2002 12:40 PH ‘ \s20- 5 Co¥a ()

To: Mathison, Ted . . 15205 o)A )
Ce: Calhoun, Derrick ; McColley, Susan <O3T>; Sieger, Corl; Wolf, Chad; !
heidi.scott@alaskaair.com ’

Subject: Re: False Positive Problem

Tead,

Per our phone conversaticn, Mr Musarra can contact Heidi'Scott of our Corporate.

- Security office to be assisted for pre-clearance prior to Mr Musarra arriving

at the airpaort. Her contact information is Heidi.Scott@alaskaalr.com or

{=0

In addition, his reservation is flagged because of

1

on the no fly lz.st:\\:\::m SCEXQ()G\")

Thanks for your halp. If there is anyﬁﬁinj I can do, please don't hesitate to

contact me. Alaska Airlines definitely wants a-solution since we have 1 lawsuit

already pending due to this issue.

Sincarely,

Angela Kelly

Blaska Airlines
Manager, Awiation Security Compliance
be

SERZK
Angela .Kelly@alaskaziz.com

Tag.MathisonBtsa.dot.gov writes:

N :

> . i I3
>Angela, Dﬂgg
>Raference the attached article concerning Mr. Musarra. Can you shed any light ’

. .22



. S -E
>on what Ls hzppening to him? Hs 1s § . .Many thanksf\52cxﬁ(§)ef)ﬁf)
>
>Ted
> <<FW: Na Fly>>
- >Ted Mathison
>Senior Advisar
>0ffice of Security Regulaticn and “oi*:y
>Room 3522, GSA Building
>400 7th Street, S5.W.
. >Washington, D.C.205%0
T >202-385~-1820

YVvVYvVY

- .
o »=4312 -~ Phone . e
Ed (202) 386-734€ - Fax
T
TTTsChad Fuo OWolf o . G -
“'>Special hssistankt to the ‘Rssociate Under . - . .
> - Secretary for Ssgcurity Regqulatioen & Policy

>J.5. Demartmant of Transportation
“>Transportation Security Administration
>Room 3034, GSA Building
>400 Seventh Street, S.W.
>Washingron, DC 203550
>Tel: (202}385-1257
~>Fax:{202)4%93-1733 -
>chad.wolfltsa.dot.gov--.

> ————— Original Mes=zage-—---
>From: Sieger, Cori
»>Sent: Monday, Dacember 02, 2002 2:48 PM .

>Tos Welf, Chad

>Co: McColley, Susan <OST>
rSubject: No Fly )

>

>Chad, thanks for the help. ‘ALt
“»Susan Ls going to get -us :
>Mussara 15 a retired Coastie.

>

>Print Page Close Window

>Military retiree on FBI list

>NOT CLEARED TO FLY: Larry Musarra doesn't know why his name shows up.

articla about this gentleman. . v
" g% Please note, Mr. ‘33351};x936“3

>

>

>The Associatad Press S, . 1 ' : L .
> : . . . '

>{Published: September 16, 2002) T -

>Juneau -- Larzy Musargra's trouble.with the FBI began in late June, when the

>retired Cozst Guard lisutenant commander, his wife, LinnDe, and their 12-year-
>old son, Tim, checked in at the Juneau.Alzport.

s .

>They were on their way to Pertland, Ore., where Tim, who is disabled, would
>attend a special school. .

>

>Ar the Alaska Airiines electronic check-in kiosk, Musarra typed in his
>sgonfirmation code and the machine d;sp‘ayed ‘a message asking him to see an
>attendant.

> : .

>At thé counter, Musarra and his Family waited while the customer service
>representative clicked on a keyboard, The clerk became puzzled and said she
>couldn't get a boarding pass either. She called her supervisor. They called-
>Seattle. finally, 30 minutes later, the supervisor explained.

” RIS : _ | '~ 0025



Mermorandum for the Record

SUBJECT: Watchlist Discussion with Angela Stubblefield

¢

From: Ted Mathison

Date: December 5,2002

-

The oversighed discussed the situation of 2 @ i who frequently has been
subjected to No Fly or Selectee list restrictions when trying to board air carrier flights.
Angela Stubblefield indicated # is not on either TSA watchlist. However, it is

possible he could be on a U.S. Immxgratmns Service “Prevent Departure™ hst or poss'bly

} is being singled out by the air carrier’s reservation system. \:zc SCE')(‘XQ
6 :ler’s name may be 152D Séb%i%‘)c 3
linked to an individual on one of the gy
S S(EENCY)
vl .
e .

wszas(eX(v )0,
\E20. bx?:x'i’y

\=205(bxe)

: Reipatice V52 SR Y EY )
It appears that in som e passing false positive situations to the  .'322-S(EX@Y)
TSA for resolution. Currently, about 30 calls per day are received from the carriers for ’

“~ this purpose. It has been suggested by some in the TSA that the Administration be the
clearinghouse for all false positive situations, or alternatively, TSA publish a “cleared to
fly” list. With over!,000 names currently on the watchlists, this would be a major
undertaking for TSA. :
NS
The air ca S
EETREER B 1is2o. 5(\::}{0(\)
: & |\
. with this requirement. \S20.5 (XA
-

Another problem stems from the LEOs, who must attempt to resolve a false positive, not
having access to the watchlists. The air carriers have had the responsibility of providing
the watchlists to the FSDs who in turn provide them to the LEO,

SERSITIVE SEGURITY INFORMATION
: i £ ansitive Spfurty infarpfation tha controllecldnder 43 CFR 3520, No part
of thi< document may’be releaseg’to persons without @ nead to know, 83 defined Ip48 CFR 1520, pfcopt with the
F ranspartajibn for Secutity, Washinftan, DC. Horized releasae
or U.8. f/ rnmen:}tgancla:. p}t c relsase l?a?med by 5 U.5.C.-

0040
15



Mathison, Ted

Fram: Sieger, Cari

Sent: Manday, December 09, 2002 8:145 AM
To: _ " Walf, Chad

Ce: : . Mathizon, Tad

Subject: RE. no- ﬂy follow-up guastions

* Chad and Ted; thér}_k_s so much--this is great and Pll get the info.to the staffers with appropriate. SSI warnings, of course.

‘Thanks again!

gl Mesag

From: Wolf, Crad :
Sent: Sunday, December 08, 2002 1:15 PM
e TOE e SRR, COH
S ol - Mathisar, Ted

Subject: ne-fly follc;w-up quaﬁuns

Cori, . ' )

this is in response to the few questions we racieved when we briefing the Hill on the Wa!chi:sis | thought this was
taken care of so | apologize for the late response: Just to refresh, | believe the bestway to answer the questions is by
an informal phone call rather than a formal letter, as you know, this is a sensitive matter and it would be best for allif .
communication on this subject could be kept verbal,

Hera are the questions as | see them: -
Q: How many “false positives” nccur and dc}as TSA keep track of them? lf s0, how many are an record?

A: While a few cartiecs keap track of “false posstives the ma;cmty do nct. Cansequenﬁy, TSA does not have the
ability to record this data rior is there a pressing need to do so. TSA believes the most effective way to avoid "false
positives” is to be sure the inteliigence arganizations provide sufficient b:cgraphlcai information about an individual
befora that person is placed on either watchlist™- No-Fly or Selectae TSA Is working o develop clear guldaknes to this
end. . .

Q: How many individuals an the lists are U,S, citizens?
) B3
2050

&N

| believe there was a question regarding the CR - that has been overtaken by events, | would ignore that ane. All of
the infarmation is $S1 - please insist that they not distribute to general public. ‘

Cori, 'l let you make the appropriate phone calls to those staffersrwho asked and were interested in these questions.

Special thanks to Ted for bringing this info togethar We'll let you know how the Bissue is coming this weak. 1::
thanks,

' vm20.5(s
Chad F. Wolf . QXD

Special Assistant to the Associate Under
Secretary for Security Regulation & Policy
U.S. Department of Transpartation
Transportation Sectrity Administration
Room 3034, GSA Building
400 Saventh Street, SW.
Washingten, DC 20530
Tel: (202)385-1257
Fax:(202)493-1735 : :
chad.woli@tsa.dot.gov ) o 0041



Mathiscon, Ted

From: Kearnay, Patrick

Sent: Monday, Oecember 18, 2002 5:58 PM
Ta: Mathison, Ted

Subject:” RE: Release of Information

2%

Let me knaw if that answers your question,

patrick
- ——Original Message———
.. From: Mathison, Ted -
Sent: Monday, Demmbe.r 16, 2002 5: ZB ?M
To: ’ Kearnay, Patrick

Subject: PW: Releass of Infarmatiun_.. e

- Patiick s e :
My understanding is that you are our "man in Havana" concernmg SS1 What are ycur thoughts about the attached?

Yaur thoughts will be mast appreciated.

Ted
—Original Message-w— "-
From: Gary, Barney : -
Sent: Wednesday, Oecember 11, 2002 4:32 PM r
To: MCCLELLAN, VICTOR; Mathisan, Ted . L3 .
Subject: Release of Infarmation : oo : ‘gzh?g :%2%‘
™ In thinking ut.our meeting yesterday concerning t '

@ (Apparently, there 1s

L 0044



Hlease let me know your thoughts,

Regards,

‘Barney M. Gary

Associete Director "
..Office of Law Enfarcement and Sccunty Lzassor%
202-385-1379 e

0045



Transportation Security

Administration

- ' [
- Tar—Tom Blanlk- - Date: Decem'ber 1;’, 2002
From: Ted Mathison ~ = |

Re: Meeting - Watchlist “ False Positive” Problem: December 18, 2002, 3:00 p.m.

Meeting Overview .
- To discuss the proposed Watchlist policy generally and to solicit air carrier support for efforts to
reduce the incidents of “false positives”, i.e., the mistaken identification of air travelers who are
.not on elther of the two TSA watchlists.

Attendees

Chris Biddwell, ATA; chk Doubrava, ATA

 Ron Priddy, NACA :

. Ed Faberman, ACAA o ' .

Length of Meeting
Approximately 1:00 hour; Location: Conference Room 3322

Issues
. TSA is developing & policy to strengthen the process whereby watchlists for the protectlon of
commercial aviation are developed and distributed to the air earriers, FSDs, LEOs and others
. (Attachment No. 1). The policy is intended to clarify the criteria for placing individuals on either
the Selectee or No Fly list depending upon the specific threat to aviation posed by each '
individual. In addition, the policy will require certain biographical information about each
individual before he/she is placed on a list. This information will assist air carriers and LEQs in
identifying individuals on the watchlists when they preseat themselves for air travel. Also it will
reduce the number of ** false positives”. The positives” is compounded by air
carrier reservation systems } wZ
: 1520 .5(XY

Veo s (YY)
(e -1y (-
\szo.m s SY
isze.5(BXa 1)
1520.5 (ba)Gn

SENSITIVE SEQURITY INFOQ TION/FOR OFFICIAL JSE ONLY

5 SENSITIVE SECURITYANFORMATION THAT IS CQ OLLED ER THE
. NO PART @F THIS DOCKHMENT MAY RELEASED/AWITHOUT WRITTEN
UNDER SECRETARY JOF TRANSE E(TATION FOR/SECURITY, AYASHINGTON DC 20390,

Y RESULT, CIVIL PENALTY OR O R ACTION. FOR U.S AOVERNMENT

0046
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~ Things to Watch Out For :
We want the air carriers to be! {1) sensitive to the “false posztzve problem as it 1mpac’£s
o negatwely their customers and detracts from the effectiveness of the watchlist program; w3 - -
~and (2) proactive in pressuring their reservation system providers to address the ' i;m"sébj(-‘x‘j
: 20. (e 2
B and reduce mistaken identification of mdmduals who are not on a TSA 1520, S (XS |
watchlist, The air carriers should understand clearly the § is theirs to 1520, 5Ce XaXH)

fix. V5205w YAYiv)

' Attachments- I T D :_—;C,uwl“‘jr. N.O. SA'

No. 1: Draft Policy No. 7, dated December 11,2002 —2ee
~ No. 2: Alaskan Airlines Email dated December 11, 2002
~ No. 3: Alaskan Airlines Email dated December 16, 2002

~_cc: Clint Fisher w/attachments
 TonieMyers . % ..
_ Chad Wolf
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